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Abstract

A network refers to interconnected computers that process information. The data processed
in communication networks can be categorized into personal and non-personal information.
Non-personal data consists of information that is publicly accessible and can be processed
without formalities or restrictions. In contrast, personal data refers to information that,
directly or indirectly, leads to the identification of individuals and whose processing requires
certain conditions and prerequisites. Among personal data, a particular subset—referred to
as ‘special categories of personal data’—is subject to stricter limitations on processing.
Nevertheless, lawmakers in various jurisdictions have provided exceptions to these
prohibitions based on specific interests or considerations. The central question of this study
is: What are the exceptions to the prohibition on processing special categories of personal
data in communication networks? To answer this question, this research adopts a document-
based and comparative method, examining the legal systems of Iran and the European Union.
It classifies the exceptions into two categories: involuntary (statutory) and contractual
exceptions. In its conclusion, the study also offers policy recommendations to address the
existing legal gaps in Iran’s legal system.
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1. World Wide web
2. General Data Protection Regulation
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1. Article 4(1) GDPR ‘personal data’ means any information relating to an identified or identifiable natural person
(‘data subject’); an identifiable natural person is one who can be identified, directly or indirectly, in particular by
reference to an identifier such as a name, an identification number, location data, an online identifier or to one or
more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that
natural person
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1. Processing of personal data revealing racial or ethnic origin, political opinions, religious or philosophical beliefs,
or trade union membership, and the processing of genetic data, biometric data for the purpose of uniquely identifying
a natural person, data concerning health or data concerning a natural person’s sex life or sexual orientation shall be
prohibited. (Intersoft Consulting, 2024)
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1. ‘genetic data’ means personal data relating to the inherited or acquired genetic characteristics of a natural person
which give unique information about the physiology or the health of that natural person and which result, in
particular, from an analysis of a biological sample from the natural person in question; (Intersoft Consulting, 2024)
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1. ‘biometric data’ means personal data resulting from specific technical processing relating to the physical,
physiological or behavioural characteristics of a natural person, which allow or confirm the unique identification of
that natural person, such as facial images or dactyloscopic data; (Intersoft Consulting,2024)

2. data concerning health’ means personal data related to the physical or mental health of a natural person, including
the provision of health care services, which reveal information about his or her health status; (Intersoft
Consulting,2024)
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1. Member States may maintain or introduce further conditions, including limitations, with regard to the processing
of genetic data, biometric data or data concerning health. (Intersoft Consulting,2024)

2. Processing of personal data revealing racial or ethnic origin, political opinions, religious or philosophical beliefs,
or trade union membership, and the processing of genetic data, biometric data for the purpose of uniquely identifying
a natural person, data concerning health or data concerning a natural person’s sex life or sexual orientation shall be
prohibited. (Intersoft Consulting,2024)
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