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Abstract

The BRICS alliance faces challenges in the realm of digital security, including the fight against
terrorist crimes in the digital space. The misuse of digital platforms by terrorist groups for
planning, communication, and propaganda threatens both the national security of BRICS member
states and global security. By utilizing national and international legal capacities, BRICS member
states can implement effective mechanisms such as multilateral legal cooperation, development
of shared legal and legislative frameworks, and the establishment of international regulatory
bodies. Technological sanctions are an effective tool for limiting terrorist groups' access to
modern technologies and reducing digital threats. However, challenges such as political and
economic conflicts of interest among BRICS members, legal differences in national systems, and
the risk of human rights violations resulting from sanctions may reduce the effectiveness of these
measures. This study, through a descriptive-analytical approach, aims to answer the question,
"How can the BRICS alliance, considering the divergences in the domestic laws of its member
states, create a common legal and legislative framework to combat terrorist crimes in the digital
space?” Furthermore, it seeks to answer the question, “To what extent can technological sanctions
be effective in limiting the exploitation of digital platforms by terrorist groups?" The study
emphasizes the importance of international coordination in strengthening anti-terrorism
regulations on digital platforms and reducing digital threats.
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